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Unit Overview: Four Chapters

Chapter 1

Senior Leaders &
Strategic Leadership

C-Suite roles, CISO as 
influencer, leadership 
theories, security culture

Chapter 2

Management &
Performance

ISMS integration, project 
mgmt, KPIs, dashboards, 
cultural complexity

Chapter 3

Threat & Risk in
C-Suite Governance

ERM, FAIR methodology, 
governance failures, ethics, 
CSR

Chapter 4

Data Protection
& Strategy

UK GDPR, NIS Regs, penalties, 
personal liability, compliance



The C-Suite and Cyber Security Governance

CEO

Tone from the top; overall risk 
accountability; approves 
strategy

CISO

Develops security strategy; 
reports risk to board; 
translates tech to business

CIO

IT infrastructure; integrates 
security into IT strategy

CTO

Technology innovation; secure 
development practices

CFO

Security budgets; financial 
impact of cyber risk; cyber 
insurance

CRO

Integrates cyber risk into 
enterprise risk framework

COO

Operational resilience; 
BCM/DR; supply chain risk

GC

Legal/regulatory obligations; 
breach response; data 
protection

By 2026, 70% of boards will include a member with cyber security expertise — up from <10% in 2020 (Gartner)



The CISO as a Senior-Level Influencer

Modern CISO Responsibilities

• Strategic planning aligned with business objectives

• Risk management within organisational risk appetite

• Governance & compliance (GDPR, NIS, PCI DSS, ISO 
27001)

• Budget management & demonstrating ROSI

• Team leadership in competitive talent market

• Stakeholder communication – tech risk in business 
language

• Incident leadership during major events

Key Influencer Skills

• Business acumen – understand revenue drivers, 
strategy

• Risk communication – ‘£2M exposure’ not ‘patch 
CVE’

• Stakeholder management – influence without 
authority

• Data-driven reporting – metrics & dashboards for 
boards

• Emotional intelligence – read the room, adapt 
style

Reporting line matters: Best practice = CISO reports to CEO or board directly. Reporting to CIO creates conflicts where security 
competes with IT delivery.



Strategic Leadership Theories for Cyber Security

Transformational

Inspire and motivate followers 
to exceed expectations 
through vision. Best for driving 
cultural change around 
security.

Servant

Prioritise team needs over 
personal authority. Build trust, 
empower security 
professionals, improve 
retention.

Situational
(Hersey & Blanchard)

Adapt style to team maturity. 
Directive during incidents; 
participative during planning.

Adaptive
(Heifetz)

Distinguish technical problems 
(known solutions) from 
adaptive challenges (require 
behaviour change).

Patching a vulnerability = technical problem; changing an organisation’s security culture = adaptive challenge (Heifetz)



Building a Security Culture Through Leadership

Tone from
the Top

CEO & board visibly prioritise security. If 
leaders ignore policies, staff follow.

Strategic
Goal-Setting

Embed security KPIs: ‘ISO 27001 in 18 
months’, ‘phishing clicks <3%’.

Investment

Adequate budget for tools, staff, and 
training demonstrates genuine 
commitment.

Awareness
Training

Beyond tick-box: phishing simulations, 
gamification, role-specific training.

Just
Culture

Staff feel safe reporting incidents without 
blame. Blame drives incidents 
underground.

Security
Champions

Advocates in each business unit bridge 
security team and the wider organisation.



Strategic Frameworks for Cyber Security

NIST CSF 2.0 Adds ‘Govern’ function alongside Identify, Protect, Detect, Respond, Recover

ISO 27001:2022 ISMS standard. Clause 5 requires top management commitment and policy

COBIT 2019 Bridges business objectives and IT governance including information security

Cyber Essentials UK government baseline. Certification demonstrates board commitment

NCSC Board Toolkit Designed to help board members discuss and govern cyber security



Performance Monitoring: Security KPIs

Threat
Detection

MTTD, incidents detected
vs missed

How quickly do we find threats?

Incident
Response

MTTR, Mean Time to
Contain, incidents/month

How effectively do we respond?

Vulnerability
Mgmt

Patch compliance, time to
patch critical vulns

Are we reducing attack surface?

Compliance

Controls compliant %,
audit findings closed

Meeting regulatory obligations?

Awareness

Phishing click rate, training
completion, reporting rate

How security-aware is staff?

Investment

Security spend % of IT,
cost/incident, ROSI

Spending appropriately?



Cultural and Diversity Complexities

Global Business Challenges

• Hofstede’s cultural dimensions affect policy reception

• High power-distance = comply but don’t question

• Language barriers – training must be adapted, not just 
translated

• Regulatory variation across jurisdictions

• Time zone management for 24/7 SOC operations

Diversity in Cyber Security

• Women represent only 25% of global cyber 
workforce (ISC2 2024)

• Global shortage of ~4 million professionals

• Diverse teams better at identifying attack vectors

• More creative and effective security solutions

• User-centred security from understanding diverse 
needs



Integrating Risk into Corporate Governance

Enterprise Risk Management

• Risk appetite – board defines acceptable cyber risk 
level

• Risk register – cyber risks alongside financial, 
operational, legal

• Risk quantification – FAIR methodology: cyber risk in £ 
terms

• Three Lines of Defence – operational, oversight, audit

Governance Frameworks

• UK Corporate Governance Code – boards maintain 
risk systems

• FCA SM&CR – personal accountability for senior 
managers

• NIS Regulations 2018 – essential services security 
measures

• NCSC Cyber Assessment Framework (CAF)

FAIR Risk Quantification Example:

“20% probability of ransomware in 12 months. Impact: £1.5M–£4.2M. Proposed £350K investment reduces probability to 8% 
and max impact to £1.1M.” — This translates technical risk into a business decision the board can evaluate.



The Impact of Poor C-Suite Understanding

Common C-Suite Failures

• Treating cyber security as an IT problem only

• Underinvestment (UK median: just £10K/year)

• Ignoring CISO recommendations

• No incident response planning until after a breach

• Compliance-only mindset (‘checkbox security’)

Real-World Consequences

TalkTalk (2015) £60M cost; basic security not 
implemented

Equifax (2017) $1.4B+; unpatched known 
vulnerability

SolarWinds (2020) Password: ‘solarwinds123’ — systemic 
governance failure

Uber (2022) CISO criminally convicted for 
concealing breach

Personal Liability for Senior Leaders:

• FCA SM&CR – personal accountability in financial services

• Criminal liability – Uber case established precedent for CISO prosecution

• Director disqualification under Companies Act 2006 / CDDA 1986

• Career consequences – CEOs, CISOs, CIOs lost positions after major breaches



Business Ethics and Leadership in ICT

Privacy by
Design

Embed privacy into 
system architecture from 
the outset, not as an 
afterthought

Transparency

Open and honest with 
customers, employees, 
and stakeholders about 
data practices

Responsible
AI

Ensure AI/ML systems are 
fair, transparent, 
accountable, and bias-
free

Ethical
Surveillance

Balance security 
monitoring (DLP, SIEM) 
with employee privacy 
rights

Supply Chain
Ethics

Ensure partners meet 
ethical standards in 
security practices and 
data handling

Corporate Social Responsibility: Protecting customer data is an ethical obligation, not just legal. Contribute to the ecosystem through 
information sharing (CiSP, ISACs), responsible disclosure, and supporting cyber security education.



Data Protection Laws and C-Suite Strategy

UK GDPR
& DPA 2018

Accountability, privacy by 
design, DPO, 72hr breach 
notification, international 
transfers, individual rights

NIS
Regulations

Essential services: energy, 
transport, health, water, digital 
infrastructure. Security 
measures + incident reporting

Computer
Misuse Act

Unauthorised access 
criminalised. Ensure security 
testing has proper 
authorisation

PSTI Act
2022

IoT manufacturers must meet 
minimum security standards; 
bans default passwords

Maximum penalties: UK GDPR: £17.5M or 4% of turnover  •  NIS: £17M  •  Computer Misuse Act: up to 10 years imprisonment  •  BA 
fined £20M; Marriott £18.4M; Clearview AI £7.5M



Integrating Security Across Management

Strategic
Management

Security in corporate strategy; PESTLE 
analysis; measurable goals

Operational
Management

Security embedded in day-to-day 
operations; not a separate process

HR
Management

Vetting, onboarding, training, acceptable 
use, offboarding access revocation

Supply Chain
Management

Third-party risk assessment; vendor 
security posture evaluation

Change
Management

Security impact assessment for all changes 
to systems and infrastructure

Project
Management

PRINCE2 / Agile for security initiatives: 
SIEM, ISO 27001, cloud migration



Key Takeaways
Cyber security is a board-level strategic risk — not an IT problem. Each C-Suite role has distinct governance responsibilities

The modern CISO is a business leader and senior influencer — translating technical risk into financial and strategic language

Leadership theories (transformational, servant, situational, adaptive) directly apply to building security programmes

Security culture requires tone from the top, goal-setting, investment, awareness training, just culture, and security champions

NIST CSF 2.0 adds ‘Govern’; ISO 27001 Clause 5 requires top management commitment — governance is foundational

FAIR methodology quantifies cyber risk in financial terms — enabling the board to make informed investment decisions

Poor C-Suite understanding leads to catastrophic outcomes: TalkTalk (£60M), Equifax ($1.4B), Uber (criminal conviction)

UK GDPR, NIS Regulations, and SM&CR create personal liability for senior leaders — not just organisational penalties

Security must be integrated across strategic, operational, HR, supply chain, change, and project management
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